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Abstract—With an increasing demand for monitoring energy
consumption at granularity levels down to single household
appliances, it is necessary to develop new means to collect sensor
measurements in a robust and cost-efficient manner. The smart
grid paradigm foresees using wireless links for data transfer,
albeit no dedicated spectrum bands have been designated for this
purpose. In this paper we study the feasibility of opportunistic
spectrum access for smart grids, and focus on underlay spectrum
sharing over occupied TV channels. These frequency bands,
which are commonly denoted as TV gray spaces, provide superior
propagation characteristics, but are locally used by high-power
(mostly DTV) broadcasting transmitters. For selected reference
geometries of intra-meter and meter-to-operator communications,
we study the smart meter performance (in terms of achievable
throughput and transmission range), and the necessary power
limits. We compare our results from a small-scale measurement
campaigns against existing wireless technologies for low-power
communications in other adjacent bands. Our results show that
wall shielding and fading in indoor to outdoor propagation chan-
nels sufficiently protects the primary system from the interference
introduced by gray space meter-to-meter communications, but
that the required transmit powers to send operations data from
indoor meters to outdoor collection point severely limit the
applicability of TV gray spaces for such network topologies.

I. INTRODUCTION

There is a wish, and indeed increasing need, to better align
energy consumption with production capabilities, while also
considering ecological and economical boundary conditions.
Smart grid technologies that can provide the fundamental
devices required for enabling smart power networks require
communications capabilities in order to yield a better un-
derstanding of the dynamics of energy consumption down
to individual devices level in private households. Thus one
requirement is to have power metering devices that can provide
detailed information on power consumption, and communi-
cations means to collect this information from consumers to
electricity providers and grid operators.

There are many scenarios for which connecting smart me-
ters through wired installations is not possible, either for cost
reasons or due the complexity of the environment. Hence, wire-
less links are necessary, and they require spectrum resources to
operate. In the face of spectrum scarcity, dedicated spectrum

is unlikely to become available for smart grid operations.
Unfortunately, hogging into existing technologies bands cre-
ates severe problems: Unlicensed bands are nowadays heavily
utilized through Wi-Fi and other personal communications
devices, and particularly there in higher frequency are ill-fill to
provide good coverage in heavily shielded environments, e.g.
cellars. Cellular type of solutions may be possible, but not at
the level of individual devices using directly excess capacity of
cellular bands. Consequently, opportunistic spectrum access to
underutilized licensed bands has been recently proposed as a
solution for such cases [13]. The UHF band, which is currently
allocated to digital TV broadcasting, is often considered a
prime candidate for secondary operations due to locally low
utilization, and an increased range compared to solutions on
the 2.4 GHz and 5 GHz spectrum bands. However, particularly
in dense urban scenarios where few unused channels [20],
underlay operations at very low transmit powers (the so-called
TV gray spaces) need to be considered. In this paper we
evaluate whether smart grid networks can operate in such a
challenging radio environment. We benefit from the fact that
smart meters require only very low overall data rates, and use
spectrum only infrequently. Furthermore, smart meters will
predominantly be deployed indoors, which will shield them
from interference from the primary broadcasting network, and
vice versa. The likelihood of being allowed by regulators to
enable such operations, and making them technically feasible,
is thereby increased.

Building on spectrum measurement data we obtained
through various campaigns in the mid-sized German city of
Aachen, we assess two archetypal sensor network topologies.
Firstly, we derive the performance and power constraints for
indoor networks that estabilish a mesh structure, which may
be used by several smart meters to distribute data between
them or to a central indoor data collection point, e.g. a smart
grid-enabled access point. For this purpose, we combine data
from broadcasting network signal strength measurements over
various heights and in different buildings throughout the city
with indoor propagation measurements we have conducted
using a signal generator and spectrum analyzer setup to assess
the noise floor, and interference patterns. Secondly, we study
indoor-to-outdoor communications, where smart meters send
their measurements to a central coordination point that is, e.g.,978-1-4799-4657-0/14/$31.00 c© 2014 IEEE



on the cabinet of the utility operator. We identify the main
operational parameters, namely the shielding from the smart
meters to the rooftop antenna due to wall penetration losses,
the occupied bandwidth for the indoor smart meters, and the
employed modulation schemes necessary to mitigate interfer-
ence from the primary broadcasting network while providing
sufficient data rates. Our results show that, whereas indoor-
to-indoor communications is technically feasible, the strong
attenuation from indoor meters to outdoors areas will likely
results in poor performance and low robustness, which makes
us skeptical on using TV gray spaces for this network topology.

The rest of this paper is organized as follows: In Section II
we review related work on smart grid communication and TV
white spaces systems. In Section III we describe the system
model for smart metering communication. In Section IV we
evaluate the first network topology and study relevant signal
propagation aspects. In Section V we do the same for the
second network topology. Our conclusions are in Section VI.

II. RELATED WORK

TV white spaces (TVWS) have gained attention from
academia and industry alike due to their beneficial propa-
gation characteristics and comparably static primary system
configurations. National regulators are currently developing the
legislation to allow opportunistic access to these underutilized
bands. The U.S. regulator FCC [9] and UK regulator Ofcom
[17] are forerunners to this extent. In their regulatory domains,
advanced trials are currently being undertaken to assess the
feasibility of using geolocation databases for the purpose of
assigning unused TV resources to secondary devices. Research
on TVWS has studied channel availability either employing
large-scale propagation modeling [20] or by conducting mea-
surements in various reference scenarios [1] [2] [11] [14] [22].
Most notable here is the seminal work by Harrison et al. for the
U.S. [10], which was later extended by van Beek et al. [20] for
Europe, employing more sophisticated propagation models. A
general finding from all these studies is that, whereas there
are white spaces in abundance in more rural areas, urban
setups suffer from low TVWS availability. For example, the
authors in [11] report for the case of Singapore an overall
local channel availability of 52%, but do not incorporate more
stringent adjacent channel requirements that will likely leave
only few operating channels for TVWS devices. An interesting
finding from this study is that spectrum availability highly
varies between different fractions of the spectrum, which is
likely to be accounted to the local channel allocation policy.
Similar findings are reported for Chicago [14] and Hong Kong
[22], but naturally with a variation in the overall percentages.
We are not aware of any study that differentiates between
indoor and outdoor spectrum usage, and the effect of building
structure on the shielding, with the exception of [22] where
the authors conducted a similar campaign compared to ours.

Wireless communication (with or without TVWS) for smart
grids has been the focus of a plethora of other papers, see e.g.
[2] [3] [8]. Closest to the work reported in this paper is the
work described in [3], where the authors use UHF frequencies
to communicate between nodes in a clustered topology. The
authors study the effect on the energy consumption, which can
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Fig. 1. First network topology (indoor-to-indoor): communications between
smart meters.

be reduced if frequencies with better propagation characteris-
tics are employed for communication. They find that using
TVWS with cooperating nodes greatly enhances the battery
life of devices. Recently, Weightless [21], a new standard for
white space communications has been proposed. The goal of
this industry-driven project is the development of low-cost and
low-power TVWS-enabled chips, which could enable smart
grid communications. They target operating without recharging
for several years, which would lower maintenance costs of such
deployments. In this paper, we give theoretical performance
metrics for white space communications, and note that the
achievable throughputs and robustness in real deployments
using Weightless or other, yet to develop TVWS standards,
would be upper-bounded by the reported figures.

III. SYSTEM MODEL

The purpose of smart metering is to report measurements
of energy consumption or other environmental parameters
such as temperature, humidity or luminescence to a central
coordination server, usually located in the network of the utility
operator. Based on data gathered from various internal and
external information sources, the utility operator will conduct
automated decision making to optimize the performance of
its network. This may lead to, e.g. energy-hungry but delay-
tolerant utilizations of the network being delayed, or energy-
storing processes (e.g., through local thermal storage infras-
tructure) being rescheduled. In this paper, we only study the
last mile of the necessary information exchange, namely the
collection of data at central location (often referred to as a
”data sink”, ”access point” or ”central coordination point”),
which may be located either inside or outside a smart grid-
enhanced building. In the first scenario that is studied in
Section IV, we consider a network topology as depicted in
Figure 1. Several smart meters inside a building send data
to a central coordination point within the building, which in
turn aggregates the information and sends it off to the utility
operator, e.g. by means of wired link such as an ADSL line.
Due to the complexity of indoor propagation, the smart meters
in each location may need to rely on other smart meters to
relay their data to the central coordinator, thereby building a
mesh network topology. Using lower and unsused frequencies
enhances the transmitting range and the resilience to obstacles,
compared to solutions in upper bands, thus making easier to
find another smart meter through which to relay messages. In
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Fig. 2. Second network topology (indoor-to-outdoor): communications
towards a central coordinator, SMCC.

our paper we do not explicitly model the indoor coordinator,
because any smart meter may exercise this role. Since we
are considering communications over white and gray spaces,
two main aspects are studied: Firstly, we evaluate the signal
strength deterioration by means of measuring the radio pathloss
between smart meters at various distances over several floors.
We have used a signal generator and sophisticated spectrum
measurement equipment to conduct signal strength estimation.
This allows us to derive a first approximation of the maxi-
mum allowed distance between smart meters in a reference
scenario, which we in the following denote as SMi → SMj
communications. Any signal emissions from a smart meter
will unavoidably cause a degradation of signal quality of DTV
receivers in its vicinity. By SMi → Alb we therefore denote
the (unwanted) link to the primarily interfered DTV receiver,
whose antenna we assume to be located on the roof of the same
building to which we install our smart metering system. Our
results thus constitutes an indication of the permissible power
of secondary transmissions in gray spaces. In a second step
we measure the signal strength originating from a reference
primary broadcasting system in various locations and inside
different building types. We conducted measurements in the
city of Aachen, where one main tower serve three broadcasting
channels in the region. These measurements allow us to assess
a third ”link” in the scenario, namely the interference caused
by the primary system towards the secondary smart metering
system, DTVtx → SMi. If gray space operations are consid-
ered, the primary broadcasting signal will lower the signal-to-
noise-and-interference ratio (SINR) at the smart meters, and
will further limit the performance of these deployment types.

In Figure 2 we show the second network topology that has
been proposed for smart grid communications. We assess the
feasibility of this in Section V. The central coordination points
within each building are replaced by a single outdoor coor-
dination point that aggregates data from multiple buildings.
This installation is often considered to be more cost-efficient,
because it does not require additional investments into local up-
link capacity. In order to implement this, an operator may, e.g.,
install wireless communications devices to a neighborhood’s
energy distribution point. All equipment thereby remains under
the control of the operator, which improves physical security

and lowers maintenance costs. In this scenario, which would
generally be represented by a star topology, each building is
modeled by a single smart meter SMi. However, we note that
hybrid versions of the two archetypal scenarios we study in this
paper may be implemented in practice. Through installation
of an outdoor coordinator, new dependencies evolve, that are
furthermore studied in this paper. Foremost, the indoor-to-
outdoor link between the buildings and the central coordinator,
SMi → SMcc, is studied, where one or multiple smart meters
send their readings to the central coordinator. This link suffers
from high attenuation from the outside walls of the buildings,
as well as higher interference if gray space operations are
considered, denoted as DTVtx → SMcc. We have conducted
measurements to quantify these losses by similar means as for
the indoor-to-indoor link. Outdoor smart metering installations
will cause stronger interference into the primary system, which
will lower the permissible transmit power for the backward
communication link. These aspects are discussed in Section V.

IV. INDOOR-TO-INDOOR COMMUNICATIONS

In this section we study the first network topology as
depicted in Figure 1. Here, smart meters exchange information
with each other in a mesh setup. Challenges are posed by
the complex attenuation in the indoor environment, which we
study in Section IV-A, and the low permissible secondary
power which originates from the requirement for protecting
DTV receivers at top of the building, discussed in Section
IV-B and IV-C. Interference from the primary system further
limits the achievable performance, see our measurements in
Section IV-D.

A. Inter-smart meter link - SMi → SMj

We present experimental results from a setup we built in
order to estimate the pathloss that indoor communication on
TVWS or TVGS would experience. We placed an Agilent
E4438C vector signal generator inside an office on the ground
floor of a typical office building in Aachen, Germany. The
building comprises four floors with office rooms on each floor,
separated mostly by dry walls. Each floor has a similar layout.
We set the transmission power of the signal generator to -
6 dBm, amplified by a power amplifier to 32 dBm. We account
for 0.5 dB of cable loss, and 2.5 dBi for the antenna gain.
We then transmitted a sinusoidal signal with center frequency
of 472 MHz. We moved inside the building, and performed
power measurements with a Rohde & Schwarz FSH3 handheld
spectrum analyzer attached to a 2.5 dBi gain antenna.

In Figure 3(a) we plot the pathloss measured in the different
measurements spots, as well as the regression line according
to the loglinear trend

PL = 10 · α · log10(d) + β, (1)

where d is the distance between the transmitter and the receiver
in meters. The heavy attenuation that walls and floors cause
on the signal becomes immediately visible as we lose up
to 80 dB even few meters from the transmitter on the same
floor. When considering different floors, the pathloss increase
beyond 100 dB even for short distances.
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Fig. 3. Indoor pathloss according to the setup presented in Section IV-A, Figure 3(a). Differences of the received power in dB on the same point but a different
floors, compared with the ground floor, Figure 3(b). Coverage reduction regarding the SNR using the Okumura-Hata pathloss model. The power of the DTV
transmitter is set to 70 dBm, Figure 3(c).

Figure 3(b) shows the differences in received powers in
the same setup points, but at different floors, compared to the
ground level received powers, i.e loss due to floors without
considering the effective distance from the transmitter. In our
scenario, the penetration losses by floors account for around
20 dB for the second floor, and 30 dB for the third floor.

At the fourth floor, having the transmitter placed at the
ground floor, we were unable to detect the signal, even when
measuring on the same relative position of the signal source.
This said, we can conclude that for direct communication,
smart meters need to be placed on the same floor, not too far
from each other in order to benefit from a reduced pathloss,
and thus requiring less power to transmit. If links span multiple
floors, it may be required to use relaying.

B. Permissible transmit power of indoor smart meters

Smart meters interference will necessarily lead to a re-
duction of DTV signal quality due to the increased noise
floor. If the interference becomes too high, DTV receivers
will not be able to decode the signal and a reduction in
coverage of the DTV transmitter will occur. In the following,
we calculate the relative reduction in coverage if a certain level
of interference at the DTV receiver is permitted. This will
allow us also to derive the necessary trade-off the regulator
would need to make between permissible secondary transmit
power and coverage reduction in gray spaces scenarios. As
noted earlier, current TVWS regulations do not envision gray
space operations, however, we argue that if the emissions are
small/short, smart meters may be exempted from this rule.
In order to see how much coverage the DTV broadcasting
network would lose when allowing interference from the
smart meters on the DTV receiver, we plot in Figure 3(c)
the coverage difference by the same DTV transmitter when
the DTV receiver is interfered with increasing powers by
the smart meters. We employ the Okumura-Hata model for
outdoor propagation modeling and assume circular-symmetric
propagation characteristics. The horizontal line represent the
minimum SNR required for successful decoding by the DTV
receiver, which we assume to be 16.5 dB [4]. The same
behavior is also depicted in Figure 4, where we plot the
reduction relative to the total coverage area while increasing
the received power from the smart meters. A value close to 1
means that the reduction of coverage due to the interference is

−120 −115 −110 −105 −100 −95 −90 −85 −80
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

P
rx,SM

R
e

d
u

c
ti
o

n
 /

(F
ra

c
ti
o

n
 o

f 
n

o
n

−
in

te
rf

e
re

d
 c

o
v
e

ra
g

e
 a

re
a

)

 

 

P
tx

 = 80 dBm

P
tx

 = 70 dBm

P
tx

 = 60 dBm

Fig. 4. Coverage reduction ratio while receiving the signal from the SM at
increasing power.

almost equal to the maximum possible coverage, i.e. no DTV
reception at all will be possible. The most challenging situation
naturally arises at the coverage edge, where the DTV signal
is received with the lowest power, and even small interference
can disrupt the received signal and the successful reception,
thus reducing the coverage area. In general, we can say that
even small interferences can cause big coverage reduction (the
left part of Figure 4), which mainly constitutes the zone far
away from the DTV transmitter. Consequently, TV gray spaces
operations need to be sufficiently shielded, particularly at the
edge of the coverage region.

C. Smart meters interference towards a rooftop antenna in-
stallation

Since smart meters inside buildings will cause interference
primarily to the same building’s rooftop antenna, it is necessary
to discuss this particular link, which is called SMi → Alb.
To this respect, the greater the number of floors between the
smart meters and the rooftop antenna, the greater protection
from the interference can be provided. From the measurements
presented in Section IV-A, we know that increasing the num-
ber of floors significantly attenuates the original signal, and
even at short distances beyond 10 meters the received signal
power falls below the noise floor. With a narrower bandwidth,



however, the signal might still be decodable for smart meters
up to the second floor of our building. However, we note
that according to the current regulations, the transmit power
of the TVWS device has to be spread evenly over the full
range of the DTV channel (i.e. 8 MHz), but due to forward
error correction, the DTV receiver may actually be able to
compensate narrowband short-term interference.

No rules of thumb exist on the expected shielding towards
the antenna, since the propagation characteristics greatly vary
with the building materials and thickness of the floor. All our
discussion refers to the construction materials of the building
in which we performed the experiment, which can be deemed
to be quite typical modern office building in Germany. It
is obvious that the attenuation will be different for different
building materials. Several studies estimate the attenuation that
floors and walls of different materials might introduce. We
refer the reader to [16] and [18] for further reading.

It is important to note that the gain of DTV antennas
may allow for high secondary transmit powers. The high ver-
tical angular directionality discriminates differently between
the wanted signal (i.e. the one that comes from the DTV
broadcaster transmitter) and the interfering signal (i.e. the one
that comes from the smart meters). In [12], the ITU provides
a recommendation on the losses due to imperfect alignment of
the DTV receiver, which are usually accounted for in DTV
planning. We consider this when studying the interference
between the smart meters and the DTV antennas and find
that the relative angle between the DTV signal and the smart
meter interference may end up in the 75◦ − 90◦ range, which
according to [12] provides more than 15 dB of additional
discrimination. For neighboring buildings, angles might be
smaller, and thus the discrimination would be less. However,
the additional shielding by the outside walls will likely re-
duce the interference at those antennas below the interference
measured at Alb. For high buildings, the discrimination would
still be quite high, thanks to the high relative angle, while for
lower buildings we might experience a lower discrimination
and thus protection from interference. The worst case scenario
is, in fact, a low neighboring antenna, since it would perceive
a signal similar to the one received from the DTV broadcaster
transmitter, and at the same time it could experience less
shadowing by walls and its own roof. Thus regulations on
permissible transmit powers may be relaxed, if shielding and
antenna directionality are taken into account.

D. Interference from DTV transmitter towards smart meters

Here we discuss the interference experienced by indoor
devices due to the DTV broadcaster transmitter (i.e. the
DTVtx → SMi link). DTV signals are experienced as noise
by the smart meters, and their emissions would lower the
SINR of the smart meters. We have performed indoor DVB-T
measurements in Aachen, at fixed locations but with increasing
height from the ground. This permits us to evaluate the indoor
shielding against high-power transmitters. We have performed
spectrum measurements on channels 26, 37, and 50, on which
the same transmitter broadcasts with signal strengths of 5kW,
10kW and 10kW, respectively. In Table I we report the scenario
characteristics for the buildings, in which we made the indoor

TABLE I. MEASUREMENTS LOCATIONS AND SCENARIOS

Block Building Height Near buildings
clutter height

Türme Student dormitories WEH 50 meters 0 meters
TVK 50 meters 0 meters

Uniklinik Kullen 25 meters 20 meters
Kawo2 22 meters 15 meters

Aachen downtown Super C 20 meters 15 meters
Economics 15 meters 10 meters

measurements. The biggest differences between the buildings
could be summarized as follows:

• Türme student dormitories: Both buildings are
higher compared to the ground clutter height. Starting
from the 3rd floor, there is direct LOS with the DTV
transmitter.

• Uniklinik: Two student dormitories located nearer to
the transmitter compared with the others. There is no
LOS with the DTV transmitter.

• Aachen downtown: These office buildings are located
in Aachen downtown, and are surrounded by buildings
of about the same height, which leads to NLOS
conditions even at the top floor.

In Figure 5(a) and Figure 5(d) we plot the received powers
from the Türme buildings. We went through the different floors
of the building, from ground floor up to the highest floor,
at the same relative position. In these figures an interesting
aspect becomes evident: the maximum power is received not
at the highest floor, but at a lower floor, which might be
the one that receives a stronger reflection of the direct signal
from the transmitter. This observation contradicts the general
assumption that signal strengths increases with receiver height,
and lay strong implications towards 3d modelling [15]. From
the buildings we had direct LOS with the transmitter, which
is clearly visible starting from the 3rd floor, when we pass the
height of the ground clutter region.

In Figures 5(b), 5(e), 5(c) and 5(f), we depict the same
measurements for four other buildings in Aachen. In these
figures the received signal increases as expected when going
to upper floors, compared to Figures 5(a) and 5(d). This
may be explained by the height of the buildings, and their
relative height with respect to the transmitter. In fact, the
Türme buildings are higher than the average clutter height of
Aachen, and starting from the 3rd floor we had LOS with the
transmitter. The received power is thus not only a function
of the distance and of the height of the terrain, but strongly
depends on the surrounding average building height. For all
the other buildings, since we had no direct vision of the DTV
transmitter, a greater height from the terrain contributes in
reducing the shadowing of the signal, eventually resulting in a
high received power even at low floors. Moreover, whilst the
Türme buildings are not heavily surrounded by buildings, we
got a stronger received signal compared to the other scenarios.

Naturally, these buildings are only partially representative
of urban structures in city environments. However, they already
allow us to argue that interference to indoor smart meters
networks cannot be really predicted, but needs per-case mea-
surements. This limits the practicability of gray space scenar-
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Fig. 5. The received powers for the different buildings in Aachen. In Figures 5(a) and 5(d) we present the results for the Türme buildings. Figures 5(b) and
5(e) we present the results for the Uniklinik buildings. Finally, in Figures 5(c) and 5(f) we present the results from the buildings in Aachen downtown.

ios, because the feasibility of any deployment can only be
determined a posteriori. This may require costly and complex
pretesting, and thus strictly limits the economic viability.

E. Comparison to other low-cost wireless technologies in
similar operating frequencies

Since TVWS/TVGS operations are highly challenging, we
compare them with two other similar frequency bands used
for low cost, low range devices, the 433 MHz band and the
868 MHz (915 MHz in ITU Region 2) band. We compare
the operations parameters in these three bands as set by
regulations and compare theoretical capacity and noise figures
with respect to the different channel bandwidths and duty
cycles. Most notably, severe constraints exist regarding the
duty cycle, which can go to as little as 0.1% for specific bands
and transmission powers. For practical mean of smart meters,
we still consider this to suffice for all practical purposes. We
start with a short recall of system parameters for unlicensed
operations in these bands.

1) 433 MHz band: The 433 MHz band ranges from
433.05 MHz up to 434.79 MHz, and is divided into 69 channels
spaced by 25 kHz. The 433 MHz band has some considerable
advantages. First of all, the band is the same in almost all
the countries worldwide, making it more cost-efficient for
manufacturers to build devices that operate over this frequency
range. Secondly, it has desirable propagation characteristics,
which make the signal to travel better through walls and in
buildings in general. For instance, in [19] the authors compare
the propagation characteristics of signals in the 433 MHz band
with 2.4 GHz. In general the frequency band is quite similar for

TV-bands, and is even in the lower edge of those frequencies.
Some small differences do exist between regulations world-
wide. In Europe, ETSI states that this band can be used with
a maximum output power of 10 mW (ERP) when the duty
cycle is less than 10%. However, when used without duty cycle
limitations, the maximum ERP is lowered to 1 mW [7]. This
can be raised to 10 mW if smaller channels are utilized.

2) 868 MHz band: The 868 MHz band ranges from
863 MHz up to 870 MHz, thus constituting a total of 7 MHz of
bandwidth. The maximum effective radiated permitted power
(ERP) varies greatly depending on the effective portion of
spectrum considered and on the duty cycle. It scales from as
little as 7 dBm, when transmitting with a 100% duty cycle
in the 869.7-870 MHz band, to 27 dBm when transmitting
with a reduced duty cycle of 10% in the 869.4-869.65 MHz
band. Larger bandwidths can be utilized when transmitting, for
instance, in the 868-868.6 MHz and on the 869.7-870.2 MHz
bands, even though the duty cycle should be reduced to 1%
and 0.1%, respectively. The 868 MHz band is available only in
ITU Region 1, while for ITU Region 2 the comparable band
is in the 915 MHz range.

When using TVWS as a reference for the envisioned gray
spaces operations, the strongest differences come from two
aspects: maximum permitted power and available bandwidth.
Regarding the maximum permitted power, in the 433 MHz
band it is possible to transmit with 26 dB less than in TVWS
and 9 dB less than in the 868 MHz bands, even when ex-
hibiting a smaller duty cycle. Even though 433 MHz is a
lower frequency, thus having better propagation characteristics,
26 dBm makes essential differences which can significantly



reduce the transmitting range when compared with TVWS.
Speaking about the bandwidth, in the 433 MHz band we
can rely just on 25 kHz of channel bandwidth, compared to
600 kHz (at maximum) for 868 MHz, and a wider 8 MHz
channel for TVWS. However, larger bandwidth in the 868 MHz
range can be obtained only when drastically reducing the duty
cycle. The relevant characteristics of each of the presented
technology are summarized in Table II, where C denotes the
channel capacity at 1 meter distance, and D is the maximum
permitted duty cycle. Note that for reasons of comparability,
we neglet protocol overhead and conduct only a theoretical
capacity evaluation for a set of modulation schemes. Practical
implementation will naturally achieve lower throughput.

TABLE II. COMPARISON OF DIFFERENT TECHNOLOGIES.

Technology Frequency
Range (MHz)

B (MHz) C (Mbps) D (%) Maximum
Tx power
(dBm)

433 MHz 433.05-434.79 1.74 11.49 10 10
433 MHz 433.05-434.79 1.74 11.22 100 0
433 MHz 433.05-434.79 0.025 0.17 100 10
868 MHz 863-870 0.05 0.33 0.1 14
868 MHz 863-870 0.3 2 0.1 14
868 MHz 868-868.6 0.6 3.98 1 14
868 MHz 868.7-869.2 0.5 3.32 0.1 14
868 MHz 869.4-869.65 0.25 1.71 10 27
868 MHz 869.7-870 0.3 1.97 100 7
868 MHz 869.7-870 0.3 2 1 14
TVWS 470-790 8 54.87 100 36

By using the α and β values derived from the indoor
propagation measurements, we plot in Figure 6 the achievable
throughput that could be obtained indoors when using different
modulation schemes and bandwidths. For each modulation
taken into account (BPSK, 4-PSK, 8-PSK and 16-PSK) we
consider the minimum required SINR to achieve a bit error rate
of 10−6, and plot the achievable throughput according to the
Shannon-Hartley capacity, C = B · log2

(
1 + S

N+I

)
, where

B is the bandwidth, S is the received signal, N is the noise,
and I is the interference signal. We have selected the channel
bandwidths to align with technologies in the other bands, e.g.
802.15.4 or ITU-T G.9959. Sudden drops in throughput are
caused by the switching of the applied modulation scheme. We
note the huge difference in achievable throughput between the
three different setups, but find it also interesting to analyze the
transmitting range. The higher transmitting power of TVWS
(we assume this to be 36 dBm, but note that the regulations
may differ) greatly enhances the range, compared to 10 dBm
for the 433 MHz band and 27 dBm for the 868 MHz band,
which also have severe limitations on the duty cycle. Regarding
the range, we see a viable range of nearly 40 meters for the
8 MHz signal, compared to around 20 meters for the 300 kHz
signal and less than 18 meters for the 25 kHz signal.

V. INDOOR-TO-OUTDOOR COMMUNICATIONS

In this section we evaluate the second network topology,
in which smart meters communicate with a central coordinator
which serves multiple buildings and is placed outside. In this
scenario, the higher DTV signal received outside will increase
the required smart meter signal strength in order to get a
sufficient SINR. Similar aspects come into play here that we
have already discussed for the DTV receiver protection in
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Fig. 7. Measured outdoor signal strength for indoor transmitter for the
reference office building studied in this paper.

Section IV-C. Main concern here is also the loss in signal
strenght from indoor to outdoor, due to wall losses.

A. Indoor-to-outdoor propagation

To study the reception of the signal by an outdoor central
coordinator, denoted as SMCC, we have measured the received
power outside of the building where we installed the signal
generator, with the same transmitting setup we presented in
Section IV-A. In Figure 7 we show a heatmap derived from
our measurements outside our building. The signal generator
was placed on the northwest end of the south building. The
heavy attenuation is caused by the concrete walls and the
thermal-coated windows, with pathlosses as high as 100 dB
already in front of the room the signal generator was placed
in. High data rates may thus be difficult to obtain, while for
low data rates we can make the following argument: in [6]
the authors examine the minimum required SNR in order to
achieve a determined data rate. We can assume that in our
system, given the fact that throughput requirements are low,
one might not require a large SNR. According to [5] and [6],
nearly 2 Mbps can be obtained using a QPSK coding, with a
SNR as little as 3.5 dB. In [5], the authors also study the BER
while varying the SNR, and their results show that lower data
rates can be obtained even with lower SNR, which is the case
of major interest for our target scenario. In Figure 8 we show
the pathloss with respect of the distance to the transmitter. On
the achievable throughput, Figures 9(a), 9(b), and 9(c) show
the maximum capacity the network could offer for the three
studied technologies. The difference between the straight and
the dotted line comes from a higher noise level for gray spaces,
which we set to -81 dBm/8 MHz, and for white spaces to the
thermal noise. Note that in practical gray space scenarios, the
noise floor is likely to exceed this value.
The setup considered in Figures 9(a), 9(b), and 9(c) consists
of a indoor transmitter, and an outdoor receiver. When using
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Fig. 6. Differences in achievable throughput with a maximum BER of 10−6 over distance for three different channel bandwidths and modulation rates. TV
white spaces denote operations with only noise floor, whereas we set the noise floor for gray spaces operations to -95 dBm, -109.25 dBm, and -120.05 dBm for
8 MHz, 300 kHz, and 25 kHz of channel bandwidth, respectively.
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Fig. 9. Differences in achievable throughput with a maximum BER of 10−6 for the three technologies considered. Figure 9(a) reports the results for the
TVWS, Figure 9(b) reports the result for the 868 MHz band, and Figure 9(c) reports the results for the 433 MHz band. The noise floor for Gray spaces was
measured at -81 dBm for TVWS, -95.26 dBm for 868 MHz, and -106.05 dBm for 433 MHz.
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Fig. 8. Estimated distance-dependent pathloss for indoor-to-outdoor commu-
nications in reference office building scenario.

a free channel, thus with noise level equivalent to thermal
noise, all the three technologies can achieve a range greater
than 50 meters, which is seemingly enough for this kind of
communication. However, the achievable throughput is greatly
increased when transmitting on TVWS, reaching 40 Mbps with
a BPSK signal, compared to around 1.5 Mbps for the 868 MHz

band, and around 0.1 Mbps for the 433 MHz band. Finally, if
the SMCC needs to feedback to the SMi inside the buildings,
we are skeptical that this may be achieved while providing
enough protection from the interference to the DTV receiver,
due to the reduced spatial distance and with generally lower
attenuation by the buildings.

VI. DISCUSSION AND CONCLUSIONS

In this paper we have presented an extensive analysis of
the technical feasibility to reuse and share frequencies in the
TV bands for establishing smart metering networks in order
to enable smart energy grids. We have assessed two different
network topologies, namely mesh-type indoor-to-indoor and
star-type indoor-to-outdoor networks, for their performance
when employing UHF frequencies. Due to the high utilization
of frequency bands especially in urban setups, our analysis
differentiates between operations in locally unused frequen-
cies, so-called white spaces, and underlay (or gray spaces)
operations where locally occupied TV channels are used in
such way that the DTV service is not disrupted. We have
presented results from an extensive measurement campaign
that allowed us to derive the pathloss towards and interference
at the different network entities, and compared our finding to
other competing technologies for low-cost radio networks.

Our results show that indoor-to-indoor smart grid commu-



nications is feasible regardless of whether TV frequencies are
locally occupied by the broadcasting network or not. White
space operations would provide extended data rates compared
to other technologies, but with similar coverage. The strong
shielding we have observed in our reference building structure
let us to conclude that the building itself would sufficiently
protect rooftop antenna installations from harmful interference
to also allow gray spaces operations. However, the range of
smart meters is rather limited due to the high signal powers
of the primary network, and the metering infrastructure would
need to employ robust modulation schemes. We presume low
bandwidth requirements for smart metering applications, and
therefore give a positive outlook on these types of scenarios.
However, the economic viability, which was outside the scope
of this paper, needs further assessment. This is particularly
important because competing technologies in similar unli-
censed bands (433 MHz, 868 MHz) may be equally capable of
carrying metering and control data, and have significantly less
stringent requirements on interference protection. Furthermore,
various companies offer inexpensive chips for unlicensed op-
erations, which makes tailored white-space technologies seem
unnecessary. The expected interference from the broadcasting
network, which is hard to predict in indoor scenarios, would
require complex per-case and even per-installation testing and
adjustments, which further lowers our expectations on the
practicability of these deployments.

Based on our data we cannot give a positive outlook for se-
tups that use indoor-to-outdoor communications. The shielding
of the building, which enabled the indoor operations in the first
scenario, also strongly attenuates the intended communication
link to the central coordination point. In order to provide full
coverage of all buildings in a neighborhood, a high-density
outdoor network would need to be established, which may not
be economically viable. Gray space-enabled networks would
furthermore need to operate on very low transmit powers,
due to the higher interference of the reverse link originating
from the outdoor coordinator towards any rooftop antenna
installation. Since the noise floor for the central coordinator
is higher outdoors, even with robust modulation schemes only
very short link distances can be overcome.

Our study is by no means complete. In our further research,
we are planning to conduct more in-depth analysis of the
differences in building materials and their effects on UHF
propagation. While this topic is studied mostly for outdoor-
to-indoor propagation, very little literature exists on indoor-
to-indoor signal paths. Furthermore, we plan to establish a
testbed to assess the protocol performance for smart metering
networks in comparison to existing wireless technologies such
as IEEE 802.15.4 or ITU-T G.9959.
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